
DOS Extortion Fading
The economics of Denial Of Service blackmailing isn't working out, and botnet owners are shifting to
other, less risky crimes. 

Symantec is reporting a decline in the number of organized DDOS (Distributed Denial Of Service) attacks
launched for profit.

Symantec attributes this to its claim that such attacks are no longer profitable, an interesting and
encouraging claim. It's difficult to know with any real certainty how much of this sort of blackmail goes on.
Most companies would want to keep it quiet. 

Very large companies can defend themselves somewhat against DDOS attacks through distribution
networks like Akamai. Smaller ones can either put themselves in the hands of the authorities or pay up. 

But engaging in these attacks is risky - not so much because the attacker could get caught, but because they
could lose part or all of their botnet. DDOS attacks aren't like spamming; there are people who hunt for
botnets that spam and try to take them down, but it's not like the cops are losing any sleep over it or the
ISPs are working overtime to take down the bots on their own networks. A DDOS attack, however, would
garner much more unwanted attention.

Copyright 2007 by Ziff Davis Media, Distributed by United Press International  

This document is subject to copyright. Apart from any fair dealing for the purpose of private study, research, no part

may be reproduced without the written permission. The content is provided for information purposes only.

Original story at www.physorg.com/news97226876.html Page 1/1

http://www.physorg.com/
http://www.physorg.com/news97226876.html

